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1.Chapter One Installation and Login

® One-click installation: Double-click the exe installation file and follow the installation

instructions for quick installation.

' Smart Pass Management Platform

Please Hote:

HIPS application doesn’t contain any malicious code that
haras yvour ¥indows system. Please give confirmation to
proceed, 1f the installation process 1s being intercepted
by any antivirus software!

Confirm

Note: If the installation process is blocked by a system firewall or third-party antivirus software,
always choose to allow the program to operate. Otherwise, the installation process may fail and

become unusable.

®  After the program is installed, the application service is automatically started by default.
®  After the start-up is complete, click the "Copy" button. Open the chrome browser and paste
the link to open the application service background. Enter your username and password to

log in. (The default user name: admin password: 123456)
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Smart Pass Management Platform

+ Account login

Login name

Making machines better for humans

® Application system upgrade: You only need to overwrite and install the application system

software version installation package higher than the current version.



2.Chapter Two Console

It provides an overview of the number of devices and online status; statistics on the face scan
(total face scan, employee face scan, visitor face scan, stranger face scan); today's pass and
real-time monitoring (employees, visitors, blacklists, and body temperature); and provides quick

access to view details.
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3.Chapter Three Device Management

3.1 Device list

[Device List] It contains all device information connected to the system. You can perform single,

multiple, and grouping management operations on the device.

il

"= caojian
-

Device management / Device list

A Algro Q »
% Default
X Access type Online status
Device name Version IP address MAC Address Operat
Enter the . 43 =30 B Y
Ente ®0 EEQ U
Enter t e0 E E=Ee U

3.1.1 Parameter settings

Select the specified device in [Device List] and click Parameter settings to configure the

parameter information of the device, as shown in the figure below:



Parameter settings
Company name: ICEHEE Voice mode: Broadcast name
Password settin Voice personalize: {name}
g q
Similarity: | 80 Displaymode: = Personalize -
Y play
Recognition interval: 10000 Display perseonalize: {name}
Serialmode:  No output - Stranger voice mode:  Stranger alarm -
P g g
Serial port personalize: idcardNum Stranger voice personalize: | Stranger recognition
port pi { ) g
Wiegand output: Output IC card numbersWG26 - Living identification level Quick identification (recommend it when someone on duty) ~
Relay control Modes0 - Delay 5 Recognition distance: 1.50
i ) 9
Accesstype: | Enter the gate - ICcard:  Swipe the cards -
ID card Off - Red photo flood lamp: On
Feneel

3.1.2 Power control

Select the device in [Device list] and click "Shutdown", "Restart”, and "Reset" under "Power

Control" to remotely shut down, restart, and reset the device.

-
jian
caojia:

Device management / Device list

I I T

Shut down
- g [ ouce | e A Q@
W Default group Reset
Accesstype Online status
[-] Device name Version IP address MAC Address Uperate
8CFCAQ038A43 Enter the gate ® Online 2108 192.9.51.221 8CFCAD038A43 E=o 0l
8CFCA0036372 Enter the gate ® Online 2108 1929.50.194 8CFCAD036372 E=o b
BCFCAQ03SEFC Enter the gate ® Online 2108 1929.511 8CFCAQ035EFC E=E=o i
3tota 10Note/Page ~ n 1 Page Jump

3.1.3 Body temperature test

Select the device in [Device list], or select the group, and click "Body temperature detection” to
set the parameters of temperature detection: temperature detection switch (default on), alarm
threshold (default 37.3) and alarm switch, compensation temperature (default + Value 0.3) and

mask settings (default off).

page9



Temperature detection setting %

Body temperature (@) On Off

test

Alarm threshold: 373

Alarm: (@) On Off

Compensation | 0.3
temperature:

(® +(Suitable for normal or low temperature conditions)

-(Suitable for high temperature conditions)

Mask detection: On (@) Off

3.1.4 Client upgrade

Select the device in [Device list] and click "More-Client upgrade" to enter the device software
upgrade page. On this page, you can see the list of uploaded device software. Select the software
version of the device to be upgraded and click the upgrade button to complete the device

software upgrade operation. It supports online and offline upgrade operation.
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Upgrade Client

Software name Upload time download link

MIPS_GATE_Basic_V21.0.8 2020-04-08 11-08 http://192.9.50.27-9000/MIPS/res/pfm/apk/7FAAF631536C90FE
apk 6D6DAS59417F93361.apk

1 total 10Note/Page m Page Jump

3.1.5 Volume settings

1) General settings: Select the device in the [Device List] and click "More-Volume setting” to set
the volume of the selected device. The volume value can be set between 0-100 and the
default is 20.

2) Silent setting: Select the device in [Device list], click "More-Volume setting", and select "Silent

mode" in the pop-up tab.

Volume settings

Default volume: Silent mode

3.1.6 Auto-start

Auto-start: When enabled, the application will start at start-up, and when it is closed, it will not
start at start-up. In [Device list], select the devices that need to be set to start automatically, and

click the "More-Auto-start" button to enable or disable this function.
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Auto-start settings
Auto start: ()

3.1.7 Application daemon

Application daemon: When this function is enabled, the application will automatically jump back
to the playback interface within 1 minute after exiting the application page. When it is disabled, it
will not automatically jump back. In [Device list], select the devices that need to set application

daemon, and click the "More-Application daemon" button to enable or disable this function.

Application daemon settings
Application dasmon: (:)

3.1.8 Open the door remotely

After corresponding to the device records in [Device list], click the "Open the door remotely"

button to open the corresponding gate.

3.1.9 Delete

Select the device to be deleted in the [Device list] and click the "Delete" button to complete the
delete operation. Only offline devices are supported. It supports single or multiple device

operations.



3.1.10 Move group

In [Device list], select the devices that require mobile grouping, and click "Mobile Grouping". In
the pop-up window, select the target group you want to move to, and you can complete the

group move operation after you confirm it. It supports single or multiple device operations.

Move groups

~ A

38 Default group

Can Cel m

3.1.11 Personalize list

The information displayed in the list can be selected as needed in the Personalize list.

Personalized list

Device name Access type Online status B4 Version
Available space IP address MAC Address Belonging group

Volume Offline time

Cancel Sure
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3.1.12 Device details

The device details include basic information, device settings, and remote operation.
°

Basic information: View device information, edit device name, device address, etc.

Device management / Device list / Device details

Basic information Device settings Remote operation

Device information

Device BCFCADD38A43
name:

Accesstype: Enter the gate

Screen:  800*1280
0.8 Motherboard rk3288 Firmware  Android/rk3288/rk3288:7.1.2/NHG47K /wx|03261100:userdebu
mode! version:
keys
Available 3.90 06l MAC BCFCADD38A43 IP address: 1929 51221
space:

Device EAGH
group:

Device information: You can view and modify device parameter information, display settings,
and other settings.



Company name:  IC-EH1E Password setting: | q Similarity: | 80

Recognition interval: 10000 Serialmede: | No output - Serial port | {idcardNum}
personalize:
Wiegand output: Output IC card numbersWG26 - Relay control: | Modes0 - Delay | 5 Accesstype: | Enter the gate -
Voice mode:  Broadcast name - Voice personalize:  {name} Display mode:  Personalize -
Display personalize:  {name} Stranger voice mode:  Stranger alarm - Stranger voice  Stranger recognition
personalize:
Living identification | Quick identification (recommend it when .. ~ Recognition distance: 150 IC eard: Person & card comparsion -
1D card: Off - Red photo flood ~ On -
lamp:

Display settings

LOGO upload: Size is 256 % 256px; support jpg and png format; no more than 1M

Other settings

Volume sefting: 60 Silent mode

test:

® Device operation: restart, shutdown, reset and remote door opening.

Device management / Device list / Device details

Basic information Device settings Remote operation

I T )

3.1.13 Device monitoring

Device monitoring includes two parts: real-time monitoring and log monitoring.

®  Real-time monitoring: You can view the device name and online status, and load and display

the current screen of the device. You can also restart and shut down.
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Device management / Device list / Device monitoring

Log monitoring

® |og monitoring: View related operation logs of the device.

Device management / Device list / Device monitoring
Real time menitering Log monitorin
Operation | Al Operatio Q
result: time:

Device reception
Operation type Operation content Operating time Operation result . Pt

ime
3

i
H

ik
H

42total | 10Note/Page 15 > Page Jump

3.1.14 Grouping operation in Bulk

Batch operations can be performed in the device group by selecting the device group. It supports
parameter setting, shutdown, restart, reset, client upgrade, volume setting, auto start and

application daemon for the entire device group, as shown below:



Device management / Device list

T e e

Parameter settings

~ @ A Body temperature test Devicename  ~ Q @
1
Shut down Access type Online status
Device name Version IP address MAC Address Operate
Restart
Reset 8CFCAD038A43 Enter the gate ® Cnline 2108 192.9.51.221 BCFCAD038A43 =00k
Upgrade Client 8CFCAD036372 Enter the gate ® Online 2108 192.9.50.194 BCFCA036372 EEe U
Volume settings 8CFCAN03SEFC Enter the gate ® Cnline 2108 1929511 BCFCADD3SEFC =Eo i
Auto start
Application daemon 3total | 10Note/Page = 7 1 Page Jump

If there is no device under the selected group, a prompt will pop up: there is no device under the
selected group, please select again. If there are devices under the selected group, the original

settings will be overwritten after the batch setting is prompted.

3.1.15 Device grouping management

Device grouping uses structure grouping by default. Each user group has a default device group.
You can add, modify, and delete device groups on the user group. The operation is similar to the

user grouping in [Group structure].

3.2 APK list

[APK list] The page contains client software list information and software version upload and

delete operations.

3.2.1 Delete APK

Select the software version to be deleted in the APK list, and click m .

Device management / APK list

Software version Software name Upload time «download link Operate

v21.08 MIPS_GATE Basic_V2.1.0.8.apk 2020-04-08 11:08:16 http://192.9.50.27:9000/MIPS/res/pfm/apk/7FAAF631536CI0FEGDGDA59417F93361.apk. mw

Ttotal = 10Note/Page ~ " 1 Page Jump



3.2.2 New APK

Click mto open the [Version Upload] page, and upload software files on this page.

Upload APK

* Types: (@) Android

[ o Click o upload
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4.Chapter Four Personnel Management

4.1 Employee list

The employee list is used to manage employee information, such as viewing, adding, editing, and
exporting employee information. Employee information can be added individually or in bulk. The
batch adding operation requires information import in bulk first, and then portrait import in bulk.

Personnel management / Employee list

Q

Portrait photo Employee ID Name Phone number Email Creation time Operate
== 304 . 04-08 =
, - =4 1" =
. | 00000! =

[ SN
! \ g 0000000 =
g o ’ ! =
Q Tas% 84331 =
Q wEE 1359 0289322 =
4 == " = -

4.1.1 Add employee information individually

Steps:

1) In [Employee list], click the "Single addition" button to enter the employee addition page;

2) Fill in the personnel ID, name, gender, belonging group, phone number, ID card number, IC
card number, nationality, place of birth, date of birth, contact address and notes. Add a face

recognition photo and click "Save" to complete the employee creation operating.



Personnel management / Personnel list / Single additicn

* Persennel ID:

* Name:
Genders: -
Face recognition 1. Ple ose a front-and-bareheaded photo in the past three months, with clear and
portrait:
everlig
2. The 640 px * 480 px, and the size does not exceed 500kb. Only jpg
photo to avoid photo blurring, wearing
Portrait photo
i
# Belonging group: -

* Phone number:
Email:

D number:

IC card number:
Native place:
Date of birth:

Contact address:

Note:

- -

Upload a face recognition photo description
> Upload from local
Click "Upload from local" to open the local folder, select the jpg and png portrait photos in
the folder.
Note: Portrait photo specifications
1. Please choose a front-and-bareheaded photo in the past three months, with clear and even-light image.
2. The recommended size is 640 px * 480 px, and the size does not exceed 500kb. Only jpg and png file are
supported.
3. Faces should account for more than 1/3 of the photo, avoiding photo blurring, wearing sunglasses,

excessive facial-up, and head rotations.
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>  Register from device

Click "Register from Device" to open the Select Device window and select an online device.
Once determined, the device will enter the photo state. After the photo is taken and verified,

the photo will be sent back here from the client.

4.1.2 Import employee information in bulk

Steps: In the [Employee list], click the "Add in Bulk - Information Import in Bulk" button.

1) First step, click "Download Template". Download the excel template file to your computer with
the file name "Personnel_import_template.xls". Then fill in the employee information in bulk.
2) In the second step, click "Upload excel file". Select the excel file with the employee information
filled in and upload it. If the file is uploaded successfully, the upload success status and file

name will be displayed.

3) In the third step, click "Start import". During the import, there will be a progress bar showing
"Importing personnel information (1 / total number of people)". After the import is completed,
it prompts "Successful batch import of personnel information". After the import is completed,
return to the [Person List] to view the imported personnel information.

Personnel management / Personnel list / Import information in bulk

Description of import method

® Import without overwriting: When importing a file two or more times, duplicate employees are not
imported. And the system will prompt abnormal duplicate information.

®  Overwrite import: The second import will overwrite the information of the employee that was imported

for the first time without prompting for duplicate information.



Description of import failure exception

®  The content or format of the uploaded excel file is incorrect and does not meet the template
specifications. Click to start the import, and a prompt will appear: "The file content or format is incorrect.
Please fill in the employee information according to the template requirements.

® Afield in the employee is malformed or should not be duplicated. After the import fails, the reason for

the failure will be notified in a table. After modification, you can re-import.

4.1.3 Import portrait photos in bulk

Steps: In the [Employee list], click the "Add in bulk - Portrait import in bulk".

1) Step 1, click "Zip file selection" to open the Select Folder window and select the file upload.
After the file upload is successful, the current file storage path is displayed.

2) Step 2, click "Start Import", and a progress bar will be displayed during the import: the number
of imported files / the total number of folders. And there will be a prompt message: x sheets
have been successfully imported, x sheets failed. After the import is complete, the progress bar

displays: The portrait photos in this folder have been imported.

Personnel management / Personnel list / Import in bulk

Portrait import rules:
1. [Portrait file n.

2. [Forma
3. [Portrait Re:
for face recognition

Description of portrait import rules:

®  [Portrait file naming] The naming of the portrait file needs to correspond to the personnel ID. After the
upload is successful, the corresponding person portrait information can be viewed in the person list.

® [Format and size] Only two file formats of jpg and png are supported, and the size of each portrait file
must not exceed 500k. Files that do not meet the requirements will not be imported.

° [Portrait Restriction] Faces need to account for more than 1/3 of the photo. Please choose a



front-faceless photo in the past three months. The avatar is clear and the light is uniform. Avoid the
avatar cannot be used for face recognition.

®  [Select Folder Upload] After the above conditions are met, place the named portrait photos in the
specified folder and select the folder to import.

Description of failed portrait import

® [f the size of an image file does not meet the requirements, the import will fail. After that, a table will
appear to display the information of the portrait file that has not been successfully imported. After

modification, you can re-import.

4.1.4 Export employee information

In [Employee list], click the "Export" button to export all employee information in the list to

the file "Employee Information.xls" and download it.

4.1.5 Refresh employee information

In [Employee list], click the "Refresh" button to refresh all employee information in the list to

the latest state.

4.1.6 Staff details and editing

® Employee details
In [Employee list], after corresponding employee information, click the "Employee details" button,

you can enter the details page to view specific employee information.



Personnel management / Personnel list / Employee details

# Personnel ID: 304

# Name: & B3

Genders:  Female

Face recognition 1. Pleas choose & front-and-barsheaded phote in the past three months, with clear and
trait:
evenlight image ;

2. The recommended size is 640 px * 480 px, and the size dc

s not exceed S00kb. Only jpg
and png file formats are supported.;
3. Faces should account for more than 1/3 of the phota to avoid photo blurring, wearing

sunglasses, excessive beauty, head rotation, tc..

¥ Belonging group:  Default group
* Phone number:
Email:
1D number:
IC card number:
Native place:
Date of birth:
Contact address:

Note:

o -

® Employee edit
On the details page, click the edit button to modify the employee's basic information and photo

information. After modifying the information, click Save.
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Personnel management / Personnel list / Employee details

* Personnel ID:

* Name: | 2 T30

Genders: Female -

Face recognition

=
S

e T

# Belonging group: | Default graup -

* Phone number:

D number:
IC card number:
Native place:
Date of birth:

Contact address:

Note:

-

4.1.7 Employee grouping management

Employee grouping uses the organizational structure grouping by default. There is a default
employee grouping under each user group. You can add, modify, or delete employee groupings

on the user group by yourself. The operation is similar to the user grouping in [Group Structure].

4.2 Visitor management

Visitor management is used to view, add, edit, and export visitor information.



Personnel management / Visitor management Single addition

8¢ Defaultgroup (2)

Portrait photo Visitor ID Name Phone number Email Creation time Operate
?, ,1 N SO N, 2020-04-08 -
7E 12 002 15100000001 o1 =

=
1 20200408
1 1 HE001 15100000000 o i=
11:1438
Ztotal | 10Note/Page + " 1 Page Jump

4.2.1 Add visitor individually

Steps:

1) In [Visitor Management], click the "Single Add" button to enter the visitor adding page.

2) Fill in the visitor ID, name, gender, affiliation group, mobile phone number, ID card number, IC
card number, ethnicity, nationality, date of birth, contact address and remarks, add face

recognition photos and click "Save" to complete the visitor operating.



Personnel management / Visitor management / Single addition

# Personnel ID:

* Name:

Genders: -

Face recognition 1. Ple oto in the past three months, with clear and

not exceed 500kb. Only jpg

hoto blurring, wearing

o

# Belonging group: -
* Phone number:
Email:
ID number:
IC card number:
Native place:
Date of birth:

Contact address:

Note:

= -

Upload a face recognition photo description
> Upload from local
Click "Upload from local" to open the local folder, select the jpg and png portrait photos in
the folder.
Note: Portrait photo specifications
4. Please choose a front-and-bareheaded photo in the past three months, with clear and even-light image.
5. The recommended size is 640 px * 480 px, and the size does not exceed 500kb. Only jpg and png file are
supported.
6. Faces should account for more than 1/3 of the photo, avoiding photo blurring, wearing sunglasses,
excessive facial-up, and head rotations.

>  Register from device
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Click "Register from Device" to open the Select Device window and select an online device.
Once determined, the device will enter the photo state. After the photo is taken and verified,

the photo will be sent back here from the client.

4.2.2 Export visitor information

In [Visitor management], click the "Export" button to export all visitor information in the list to

the file "Visitor information.xls" and download it.

4.2.3 Refresh visitor information

In [Visitor management], click the "Refresh" button to refresh all visitor information in the list to

the latest state.

4.2.4 Visitor details and editing

® \Visitor details
In [Visitor management], after corresponding visitor information, click the "Visitor details" button

to enter the details page to view specific visitor information.



Personnel management / Visitor management / Visitor details

* Personnel ID: 12

* Name: iFE002

Genders:  Male

nd-bareheaded photo in the past three months, with clear and

Face recognition 1
portrait:

urring, wearing

# Belonging group:  Default group

¥ Phone number: 15100000001
Email:
D number:

IC card number: 3710546244
Native place:
Date of birth:
Contact address:

Note:

S -

® \Visitor edit
On the details page, click the edit button to modify the visitor's basic information and photo

information. After modifying the information, click Save.
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Personnel management / Visitor management / Visitor details

# Personnel ID:
* Name:  35E002
Genders: Male -

Face recognition
portrait:

s
=
£ > %l
— -
4 -
d
ey T
+ Belonging group:  Default group -
* Phone number: 15100000001

Email:

1D number:
ICcard number: 3710546244

Native place:

Date of birth:

Contact address:

4.2.5 Visitor grouping management

Guest grouping uses the organizational structure grouping by default. Each user group has a
default guest grouping, which can add, modify, and delete guest groups on the user grouping.
The operation is similar to the user grouping in the [Group structure], which is not described in

detail.

4.3 Blacklist management

Blacklist management is used to view, add, edit, and export blacklist information.



Personnel management / Blacklist management

e
- aEEEo =3 a
82 Defaultgroup (1)
Portrait photo Blackiist ID Name Phone number Email Creation time Operate

v 21 =E2001 15200000000 20 nate i=
13:55:33

ltotal  10Note/Page ~

4.3.1 Add blacklist individually

Steps:

1) In [Blacklist management], click the "Single Add" button to enter the blacklist addition page.
2) Fill in the blacklist ID, name, gender, belonging group, phone number, ID card number, IC card
number, ethnicity, birthplace, date of birth, contact address and remarks. Add face recognition

photos and click "Save" to complete the blacklist create operation.

Personnel management / Blacklist management / Single addition

* Personnel ID:
* Name:
Genders:

Face recognition

N -

Upload a face recognition photo description

> Upload from local

Click "Upload from local" to open the local folder, select the jpg and png portrait photos in

the folder.

Note: Portrait photo specifications

7. Please choose a front-and-bareheaded photo in the past three months, with clear and even-light image.



8. The recommended size is 640 px * 480 px, and the size does not exceed 500kb. Only jpg and png file are
supported.
9. Faces should account for more than 1/3 of the photo, avoiding photo blurring, wearing sunglasses,

excessive facial-up, and head rotations.

4.3.2 Export blacklist

In [Blacklist management], click the "Export" button to export all the blacklist information in the

list to the file "Blacklist information.xls" and download it.

4.3.3 Refresh blacklist information

In [Blacklist management], click the "Refresh" button to refresh all the blacklist information in the

list to the latest state.

4.3.4 Blacklist details and editing

®  Blacklist details
In [Blacklist management], after corresponding to the blacklist information, click the "Blacklist

details" button to enter the details page to view the specific blacklist information.



Personnel management / Blacklist management / Blacklist details

# Personnel ID: 2

® Name:  ZEH001

Genders:  Female

Face recognition
portrait:

* Belonging group:  Default group
* Phone number: 15200000000
Email
1D number:
IC card number: 3455683028
Native place:
Date of birth:
Contact address:

Note:

- I

®  Blacklist edit
On the details page, click the edit button to modify the basic information and photo information

of the blacklist. After modifying the information, click Save.



Personnel management / Blacklist management / Blacklist details

* Personnel ID:

# Name: =z=001

Genders: Female -

Face recognition

e

* Belonging group: | Default group -
* Phone number: | 15200000000
Email:
1D number:

ICcard number: | 3455683028
Native place:
Date of birth:

Contact address:

Note:

o -

4.3.5 Blacklist grouping management

The blacklist group uses the organizational structure group by default. Each user group has a
default blacklist group. You can add, modify, and delete blacklist groups on the user group. The

operation is similar to the user grouping in [Group Structure].



5.Chapter Five Pass Management

5.1 Pass records

View all the identification records on the device, which can be grouped and filtered by device. The
data body temperature value is greater than or equal to 37.3 degrees to display red font, less than
37.3 degrees to display green font, no temperature data display "none". There are three passage

states: normal body temperature, abnormal body temperature and no mask.

Pass management / Pass records

~ @ Allgroup Date range: Q

» W Default group
Access

Snay Device Creation
J Name D Body temperature Pass status direction iy
photo name time
HE002 Visitor None ® No mask wearin IC card
g
Employe
caojian MRy None @ No mask wearing 1C card
e
E Face
L0 Employe ac
= csojian . None @ No mask wearing recognit 08
= on 16:57:28
o Face 2020-04-
e cao jian mploye None ® Body temperature is norma! recognit 08
& ] = on 16:57:25
- Face 2020-04-
EAR | Employe 8CFCAQD
i) cao jian meley Mone ® Body temperature is norma iy recognit 08
- e a7z
1 = on 16:5559
5 Face 2020-04-
A 1 Employe BCFCA0D
o caojin MRy Mone @ Body temperature is normal o recognit 08
e 36372
1R on 16:55:49
Face 202004
? Employe 8CFCAOD
:3; caojian mpiey None ® Body temperature is normal seare recogniti it
e 36372
[ &5 ] on 16:55:46
. 2020-04-
Employe I o . BCFAQD Face BE oo
iR cao jian N 36.5°C ® Body temperature is normal g recognit &

5.2 Pass permission

Manage the access rights of added employees and visitors.



« W Defauit group
9
Portrait Portrait check , o " o Phone Exoraton d 0
W8 BCFCADO38A43 (126) photo status ersonne! ame number Kpiration date perate
W BCFCA0036372 (126) . p
o ® Checked 304 2 M50 Emplo Permanent Q
B SCFCADO3SEFC (125) — yee
! X Gheokes 302 qui xuan i:’;lu é;goa Permanent Q
. - Emplo 1500000
l ® Checked 301 ERE - A Permanent k-]
ﬁ N S Visito 1510000 from 2020-04-08 00:00 to 2020-
%a ® Checked 12 002 ) o001 B, L]
QJ . Emplo 1500000
= ® Checked 303 caojian e so0 Permanent L]
~
—
: . Visito 1510000 from 2020-04-08 00:00 to 2020-
ﬁ ® Checked 1" HE0 ) 2000 . Q
(=] _ Emplo
%) ® Checked 199 BEL - Permanent Q
e ® Checked 193 pbs E:fIU ::’:254 Permanent -}

5.2.1 Employee pass permission settings

Steps: Enter the [Pass permission] page and click the "Employee Access Authorization" button.

® Pass permission

1) Select personnel, devices, pass permission and permanent effective time, and click "Save"
button to start pass permission. After the device is successfully authorized, the person can
pass the gate and the validity period is permanent.

2) Select personnel, devices, pass permission and temporary effective time, and click "Save"
button to start pass permission. After the device is successfully authorized, the person can
pass through the gate within the time range set by the validity period. If the validity period is

exceeded, the recognition fails.



Pass management / Pass permission / Employee pass permission
EmployeelD Name Phone number Creation time

No Data

Step two: Device Selection
Alternative devices list 0/3 Selected device list 0/0

- A All group

- W Defauit group

W 3CFCAQ03SEFC

Cancel

Description of Pass permission:

>  Click the Save button to start the pass permission. Present the current synchronization status,
authorization progress, number of successes and failures of each device in the form of a list, and display
device names.

»  The person who failed the authorization is recorded in the "Verification Failure Description" table. You
can click "Export Settings Failed Number" to export and view the authorization failure information.

> The person who fails the authorization, after modifying the corresponding failure information, can
re-authorize until the authorization is successful.

Pass management / Permission records / Permission details

Time: 2020-04-08 11:08:46 Types: Employee permission Operator: admin
Device name Permission progress Number of failures Number of successes
BCFCADO3SEFC — 1211121 2 119
BCFCAD036372 —— 1211121 2 19
BCFCAD038A43 — 1211121 2 119

® Revoke pass permission
Select a person, select a device, de-authorize, and click the "Save" button to start revoking the
permission. The de-authorization is the same as the "pass permission” logic, except that the

selected person is removed from the selected device.

5.2.2 Visitor pass permission settings

Steps: On the [Pass permission] page, click the "Visitor pass permission" button.



® Pass permission
Select the visitor, select the device, pass permission and valid time range, and click the "Save"
button to start the pass permission. After successful authorization on the device side, the

visitor can pass the gate to be valid within the set effective time range.

Pass management / Pass permission / Visitor pass permission

ICHUENE  Visitor selection

VisitordD Name Phone number Creation time

No Data

Step two: Device Selection

Alternative devices list 0/3 Selected device list 0/0

~ | @Algo

» W Default group

Step three: Permission status selection

@) Pass permission Revoke permission (D
Starttime: | 2020-04-08 00:00
Endtime: 2020-04-08 23:59

Cancel

Description of pass permission:

> Click the Save button to start the pass permission. Present the current synchronization status of each
device in the form of a list, showing the device name, synchronization pass permission, number of
successful and failed. The person who failed the permission is recorded in the "Verification Failure
Description” table. You can click "Export Settings Failed Number" to export and view the permission
failure information.

>  Visitors who have failed authorization can revise the authorization after revising the corresponding

failure information until the authorization is successful.



® Revoke pass permission
Select personnel and equipment, and revoke the permission. Click the "Save" button to start.
Revoke permission is the same as "Pass permission”, except that the reassigned personnel are

removed from the original equipment.

5.2.3 Revoke permission

In the authorized personnel list, you can click the "Revoke permission" button behind the list
record to release the authorization. After the removal is successful, the corresponding employees
and visitors will have no pass permissions. You can also check personnel records and click
"Remove permissions" for batch operations.

o Are you sure you want to revoke the pass

permission of this people under the
(BCFCAD038A43) device?

Cencel n

Pass management / Pass permission Employee pass permission

~ %W Defaut group

- Portrait Portratt check . . N o Phone Exaratond
W8 BCFCADD3BA43 (126) - photo status ersonnel ame number piration date Ce=
W8 ECFCA0036372 (126) o 1 Empl
v ® Checked 304 =70 — Permanent
~ ee
W BCFCAODISEFC (126) | i
’ =5 ' ® Checked 302 gui xuan :;pm ;ggguuc Permanent b
=3
R
v @ Checked 301 ExF Permanent
R Emplo ;zgguuo
yee
N Visito 1510000 from 2020-04-08 00-00 to 2020-
% ® Checked 12 EE002 ! oo B, 1]
3
Empl 1500000
v 2 ® Checked 303 caojian mplo Permanent
yee 0005
5
; Vistt 1510000 from 2020-04-08 00:00 to 2020-
v @ Checked " i 001
a E e = ' 0000 0408 23:59 ®
Empl 1382333
v ® Checked 199 BET e Permanent
yee 5504
Empl 1361284
v ® Checked 193 T e Permanent
yee 3310
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5.2.4 Refresh permission information

On the [Pass permission] page, click the "Refresh" button to refresh all authorized information in

the list to the latest state.

5.3 Blacklist monitoring

5.3.1 Blacklist monitoring settings

Steps: Enter the [Blacklist monitoring] page and click the "Blacklist monitoring settings” button.

1)

2)

Blacklist monitoring settings

Select the blacklist and device and snap to report. Click the "Save" button to start the
blacklist monitoring. After the device is successfully monitored, the person will be recognized
and captured when reporting through the gate.

Select the blacklist and device, choose to enable the snapshot report function, and enable
the alarm sound. Click the "Save" button to start the blacklist monitoring. After the device is
successfully monitored, the person will be identified through the gate, snapped to report and

emit an alarm sound.



Pass management / Blacklist monitoring / Blacklist menitoring settings
Step one: EEERREEREL]
BlacklistiD MName Phone number

No Data

Step two: Device Selection
Alternative devices list 0/3 Selected device list

- A All group

- "W Default group

Step three: Menitoring settings
(@) Snapshot report @
Snapshot report and turn on alarm sound. (@

Revoke blacklist monitoring @

Cancel

Description of Pass permission:

> Click the Sure to start the blacklist monitoring. Present the current synchronization status of each device
in the form of a list, display the device name, synchronization monitoring progress, the number of
successful and the number of failed. The monitoring failures are recorded in the "Export Blacklist

Monitoring Failure Information” table. You can click the export table to view the monitoring failure

information.

> Blacklist personnel who failed to monitor, after modifying the corresponding failure information, can

0/0

Creation time

re-monitor the settings until the monitoring registration is successful.

® Revoke blacklist monitoring

Select blacklist and device, and release blacklist monitoring. Click the "Save" button to start

the release.



5.3.2 Identification record query

Enter the [Blacklist monitoring] page, click the "Identify Record Inquiry" button to enter the
[Identify record inquiry] page, and display the identification records of all blacklist personnel.
Blacklist identification records can be selected according to grouping, device, and date range

Iinquiries.
Pass management / Blacklist monitoring / Identification records query

-~ @& Allgroup Date range: Q

» §2 Default group

Portrait photo Personnel ID Hame Phone number Monitoring settings Date recognition
21 Sz 001 15200000000 Snapshot report and 2020-04-08 17:09:25
turn on alarm sound
=y Snapehotreport and
{ | 21 ==2001 15200000000 Cnepshotrepert an 2020-04-08 150521
Q 4 turn on alarm sound
} Snapshot report and
2 =501 15200000000 “neEpsnetER 20200408 150513
turn en alarm sound
21 Sz 001 15200000000 Snapshot report and 2020-0408 150501

turn on alarm sound

Snapshot report and
21 =z2001 15200000000 cnepshotrepert an 2020-04-08 14:59:28
turn en alarm sound

Snapshot report and
turn on alarm sound

15200000000 2020-04-08 14:57:06

Snapshot report and
21 =z2001 15200000000 Chepshotrepert an 2020-04-08 14:56:53
turn on alarm sound.

o ol @
d had ol
]

i
i

A
S
(il
¥
i

Snapshot report and
15200000000 cnepshotrepert an 2020-04-08 14:56:25
turn en alarm sound

o

3‘ 21 25001 15200000000 Snapshot report 2020-04-08 14:55:33

v

f} 21 =z2001 15200000000 Snapshot report 2020-04-08 14:54:10
15total  10Note/Page ~ w2 . 1 Page Jump

5.3.3 Remove monitoring

In the blacklist monitoring personnel list, you can click the "remove monitoring" button behind
the list record to release monitoring. After the removal is successful, the blacklist removes the
snapshot monitoring or alarm from the selected device. You can also check the personnel record

and click "remove monitoring" to perform batch operations.



e Are you sure you want to revoke the blacklist
menitoring of this person under (BCFCA0038A43)

devices?

Coned n

Pass management / Blacklist monitoring Identification records query Blacklist monitoring settings

+ W Defauit group
Portrait check Monitoring

W8 BCFCAD038A43 (1) Portrait photo - Personnel ID Hame Phone number settings Created date Operate
Snapshot
W8 8CFCAD036372 (1)
rt and t 2020-04-08
@ Checked 21 22001 15200000000 reportandm =
B BCFCADO3SEFC (1) on alarm 13:55:33
sound
Ttotal | 10Note/Page ~ 1M 1 Page Jump

5.4 Permission records

[Permission records] The module contains the information records of the “Permission” and
“Remove permission” of employees and visitors, as well as the blacklist monitoring and contact

monitoring setting operations. You can enter the list to view the details of related records.
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@ cooten

Pass management / Permission records

Search

Serial number Operator Types Status. Time

22 admin Visitor permission Sync complete 2020-04-08 16:03:28

22 admin Blacklist montoring Sync complete 2020-04-08 16:03:18

21 admin Employee permission Sync complete 2020-04-08 16:00:24

18 admin Employee permission Sync complete 2020-04-08 15:35:32 =
17 admin Blacklist monitoring Sync complete 2020-04-08 14:54:50

16 admin Visitor permission Sync complete 2020-04-08 14:44:00 =
15 admin Blacklist monitoring Sync complete 2020-04-08 14:39:55

14 admin Employee permission Sync complete 2020-04-08 14:39:20

12 admin Employee permission Sync complete 2020-04-08 14:16:47

12 admin Employee permission Sync complete 2020-04-08 14:16:05

20total | 10Note/Page ~ w1 Page Jump

Permission details are as follow:
O caojian
pass I Parmission recrds / Perisiondtalls e )

Time: 2020-04-08 16:03:28 Types: Visitor permission Operator: admin

Device name Permission progress Number of failures Number of successes
8CFCAO03SEFC 22 0 2
8CFCA0036372 2/2 0 2
8CFCA0038A43 22 0 2
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6.Chapter Six System Management

6.1 Group structure

[Group structure] The module is used to manage the group structure and enterprise user
information management in the enterprise. The hierarchical relationship is created and managed

by admin or enterprise administrator.

™) caojian

Username Belonging group Role types Recent login Operate
Defauit user group Use 2020-04-08 18:15:44 smé

caojian Defauit user group Group manager 2020-04-08 18:41:1 soa

6.1.1 Attribution of business data

® \Various business data generated by enterprise users will only be stored under the group
structure group in the enterprise where they belong, and all business modules in the
enterprise are grouped using the same group structure.

® In the same enterprise organization structure, users at a high level can access business data
in a low-level structure. Conversely, low-level users cannot access high-level business data,
and other companies cannot access these data.

® In the same enterprise group structure, business data between groups is visible within the
group.

® An enterprise administrator can manage all business data in the organization structure of

the enterprise, but cannot access data of other enterprises.



6.1.2 Group management

® C(Create a group: select a group and click + to enter the [New Group] page. On this page,
you only need to fill in the group name and save it.
® Modify and delete operations: (omitted)

®  Group permission description: visible in the default group

New group

Superior group:  All group

* Group name:

6.1.3 User management

® User creation
Click "Add User" to enter the [Add User] page. Select the group; fill in the user name and
password; after confirming the password, group administrator and role, click "Submit", as
shown below:
Note: By default, it is a normal user. After selecting a normal user, you need to select a role; if
you select an administrator, you do not need to select a role to have all the permissions

under this group.
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System management / Organization structure / New user

Usemame:
- A

Default
i Default user group S

Confirm password:
Group dministrator: Yes @ Na
Role selection: WERAE

Group sclection

® Modify, query, delete operations: (omitted)
® User password modification: Note that only administrators (admin or company

administrators) can reset passwords for users in the group. Reset the password to 123456.

e Are you sure you want to reset your password?

Data cannot be recovered after reset. Please proceed

Canee! “

cautiously!

6.2 Role management

[Role management] It is used to create and manage roles. Roles are used to control various
business function modules and function operations of users in the system. It is composed of
different function operation rights.

® Description of roles

>  Each enterprise can create one or more roles with different permission scopes, which are

used to perform different functions for different users in the enterprise group structure.
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>  Role information is independent between enterprises and cannot be accessed b

Note: The role of admin is the system super administrator, which can manage all the functional
modules and business data in the system. Among them, the functions of [System Settings] and
[Enterprise Management] can only be managed by admin users, other users cannot see these two
modules, including enterprise administrator users.

® Role creation

Go to [Permission Management]-[Role Management], click the "Add Role" button to enter the

[Add Role] page.

System management / Role management / New role

# Role name:

* Role permissions All permissions

Device list Persannel list Visitor management Blacklist management
Pass records Pass permission Blacklist monitoring Permission records

System log

6.3 Business management

[Enterprise Management] The module can only be operated by the super administrator and is
used to create and manage enterprise accounts in the system. Each corporate account has
corporate administrator rights and can be used to log in to the system. After logging in to the
system, the account can manage the organizational structure, users, and roles within the
enterprise, and can view and manage all business data created by the enterprise users. But there
is no operation authority for the [System Settings] and [Enterprise Management] functions, nor
can you see the data of other enterprise users.

Super administrators can create, modify, query, and delete enterprises, as shown in the

following figure:



System management / Business management

Company code

5512350078915751

Company name

L=l

Administrator name

smt

Phone number

1 total

10Note/Page ~

New company
Q
Creation time Operate
2020-04-08 10:59:44 s o
1M 1 Page Jump

Note: Enterprise delete operation is supported. After deleting an enterprise, all data associated

with the enterprise will be deleted, and the devices under the enterprise will belong to the admin

default group.

6.4 System log

[System Log] The system log list on the page contains the user's operation date, function

modules, log details, operation results, operator and other information records during the use of

the system.

System management / Operation log

@ The operation log only records important operations, not all user actions.

Functional module: All

Start time:

Operation date

2020-04-08 19:07:39

2020-04-08 19:07:31

2020-04-08 19:07:02

2020-04-08 19:06:29

2020-04-08 19:04:39

2020-04-08 18:41:11

2020-04-08 18:30:17

2020-04-08 18:30:11

2020-04-08 18:30:07

2020-04-08 18:28:58

Functional module

Login

Login

Login

Login

Login

Login

Device management

Device management

Device management

Device management

- Operation resutt: All

End time:

Log details

caojian, Login system

admin, Login system

cagjian, EREH

admin, ERESR

admin, Login system

cagjian, EREH

IEBNREER, M BCFCA0038 A43666 M7 BCFCADD3BA43

HEATIEEAETR, M\ BCFCAQD38 A43 @13 8CFCAOD38 A43666

EFEEERR, M\ 8CFCA0038A43 /g 8CFCAQ038 A43

IEBNREERR, M 3333344444555556 33 BCFCAD038A43

104 total

10Note/Page ~

m Clesr

Operation result Operator
® Succeeded caojian
® Succeeded admin
® Succeeded caojian
® Succeeded admin
® Succeeded admin
® Succeeded caojian
® Succeeded admin
® Succeeded admin
® Succeeded admin
® Succeeded admin

Mo e |0 Page Jump
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6.5 System setting

The system settings provide several functions such as "background server port", "message

service port" and "database service port configuration”.

1) Support web service port configurable: background service port can be configured
(between 9000-9999), the default is 9000; message service port can be configured (between
7000-7999), the default is 7788; database service port can be configured (Between
3000-3999), the default value is 3306, after setting, you need to restart the background to
take effect.

2) System time;
System management / System settings

Version: MIPS_GATE Basic_v2.2.0

System current time:  2020-04-08 19:12:11

7.Chapter Seven Attendance Management

7.1 Attendance rules

[Attendance rules] Add, modify and delete related rules including shifts, holidays, public holidays,
and device groups, etc. are set in this module.

Attendance management / Attendance rules

Shift setting  Holiday settings  Public holiday settings  Device group settings

Shift Name Shift (work time~off time) Number of people Operate

Day shift Shift 1:09:00~18:00 2 s



7.1.1Shift settings

The shift setting contains a default shift. Click the new shift button to increase the shift. Click the
modify shift icon in the operation to modify the parameters in the current shift. Click the delete
shift icon in the operation to delete the current shift.

> New shift

Click the New shift button to open the new shift settings interface.

New shifts
Shift name:
Shift settings: + Add Add up to 4 shifts
Time Period Notes Operate
Waork time: 08:00 Late 0 minutes is not late
Time1 m
Earlierfor to leave is not
Off time: 18:00
eaving earlier.
Overtime rules: Working hours are over 1 hours on weekdays and after work hours are later than 21:00 counting as
overtime on working days
Public holiday / holiday work time is at least 1 minutes and work time is earlier than and work time is
ater than counting as overtime.
CGHCEI m

m  Shift name

1) The name can be customized to enter no more than 32 characters.

m  Shift settings

1) The default is one shift. You can click the Add button to add shifts and set up to 4 shifts.

2) ou can select / clear / customize the specific working / off time within the time period.

3) You can select and customize the minutes limit for late arrival and early departure in the notes.
4) Click the delete icon in the operation to delete this shift.

® Overtime rules
1) You can manually enter and select the length of time required to work overtime on workdays
and the time off work.
2) You can manually enter the length of time required for overtime on public holidays and
holidays, as well as working time and off time.



7.1.2 Holiday settings

Click New holiday to customize the time period of various holidays. Click the Modify to modify

the parameters of the currently set holiday. Click the delete to delete the current holiday.

Attendance management / Attendance rules

Shift setting Holiday settings Public holiday settings Device group settings

# New festival

Festival name Start and end date

No Data

> New holiday

Click New holiday to open the new holiday interface.

MNew festival

Festival name:

Start and end dates: to

Motes:

m  Holiday name

Notes Operate

The name can be customized to enter no more than 32 characters.

® Start date & end date

The start date and end date of the newly added holiday can be customized.

® Notes

It can be customized to enter no more than 50 characters to explain the holiday.

7.1.3 Public holiday settings

You can customize the fixed weekly rest days (Monday to Sunday). Click the Modify to modify the

parameters of the currently set public holiday. Click the Delete to delete the current public



holiday.

1t / Attendance rules

Shift setting Holiday settings Public holiday settings

#' New public holidays

Public holiday name

Official holiday

> New public holiday

Device group settings

Off day Operate

Sunday; Saturday 'l

Click New public holiday to open the interface.

New public holidays

Name of public holiday:

Off day: Sunday

Saturday

Friday

Thursday

Wednesday

Tuesday

Monday

®  Public holiday name

1) The name can be customized to enter no more than 32 characters.

e Off day

1) You can select single or multiple choices from Monday to Sunday as a custom fixed weekly off

day.

7.1.4 Device group settings

You can customize the new device group, and click the Modify to modify the device group

information. Click the Delete to delete a set device group.

page53



Attendance management / Attendance rules

Shift setting Holiday settings Public holiday settings Device group settings

# New device group
Device group name Equipment quantity Operate

Attendance group 3 ’

aasssce 0 s 0

> New device group
Click New device group to open the interface.

New device group

Device group name:

Select device: e Cancel edit

A& All group
"% Default group
W@ ECFCADD36450
Bl ECFCADDG4F96

B8 1CCAE33BBE39

® Device group name

1) The name can be customized to enter no more than 32 characters.

® Select device

1) The "Cancel edit" button is displayed by default. At this time, you can check the devices in each
group of the associated account. After clicking the "Cancel edit" button once, the display changes
to "Edit button" and the device check box is grayed out and cannot be checked.

7.2 Attendance records

[Attendance records] The functions of this module include: query the attendance records of all
employees by time period and group, track employees by attendance status, query the daily
attendance within a custom time period by employee name and ID, and query the attendance of
employees by date record and export the query result list file to download locally.
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Attendance management / Attendance records

- @& Allgroup Attendance records Q, search employee name / 1D - [> Export

38 Default group
Employee Body
Name Date Employee ID First clock on not clock on Status Operate

group temperature

Default group m Absence o}
Default group 1 Absence [0}
Default group 1 Absence ©
Default group 1 Absence o}
Default group 1 Absence [0}
Default group 1 Absence [0}
Default group m Absence o}
Default group 1 Absence [0}
Default group m o}
Default group 1 o}

62total  10Note/Page ~ W s 1 Page Jump

® Employee grouping list
1) In the list, the group name and group information are the same as the group data in [Employee
list], which is synchronized in real time according to the data changes in the employee list. After
selecting all groups, the attendance records of all employees are displayed on the right side of
the interface. In the sub-group, only the attendance records of the employees in the group are
displayed.
® Attendance records list - Employee name, Employee ID, Employee group
1) Display the name of the employee and the corresponding employee ID and employee group.
® Attendance record list - Date
1) By default, the attendance record date of the day before the query date is displayed.
2) If the day's date belongs to a custom holiday, the "Holiday" icon will be displayed to the right
of the date.
3) If the current day belongs to a custom public holiday, the "Off" icon will be displayed to the
right of the date.
4) If today's date belongs to a customized holiday and public holiday, the "Off" and "Holiday"
icons will be displayed on the right side of the date.
® Attendance - First clock on, Last clock on
1) The employee's first attendance is displayed in the first clock on, and the employee's last
attendance is recorded in the last clock on. If the employee did not attendance in that day, no
data will be displayed.
® Attendance - Status
1) If the employee commutes normally within the specified time during the day, the status bar will
not display the mark.
2) If the employee's attendance record is normal within the specified time, no mark is displayed in
the status bar.
3) If the employee leaves early at the end of the day, the status bar marks early departure.
4) If the employee is absent from the day, the absence is marked in the status bar.

If the employee has overtime that day, the overtime mark will be displayed in the status bar.



6) If multiple marking conditions are met at the same time, the status bar will display multiple
markings at the same time.

® Attendance records list - Operate

1) You can enter the Pass management - Pass record page to view the employee's attendance
details for the day.

® Search bar

1) Enter the employee name or employee ID in the search box and click the "Enter" to query the
employee's attendance record.

® Range search

1) Click the arrow button to the right of the search box to open the Range search interface.

3 statistics

Attendance statistics Q_ Search employee name / ID ~ [> Export

Employe I

i
ame e group € Employee name / ID

Default
group

Date range 2020-03-24 - 2020-04-23

Default Status All attendance status
group

< The attendance status selects all by default. If you do not enter the date range and employee
name, you can query the current month attendance records of all employees.

< Attendance status can be manually selected separately for normal, late, early leave and
absent. You can also customize the input or select the date and employee name / ID for a
combined query within the specified range.

® Export

1) Click the export button to download the employee attendance record form of the current
query page to the local.

® Turn page

1) By default, 10 attendance records are displayed on each page. You can manually click to select
15/20/25/50/100 records.

2) You can click the previous page and next page buttons to view the record. Click the first page
and the last page to jump directly to the first page or the last page to view the record. After
entering numbers in the page number input box, click Jump to jump directly to this page to view
the record.

7.3 Attendance statistics

This module can query or export the data of normal and abnormal attendance of employees at all
times and within a specified range of time; working days, public holidays and overtime data on
holidays.



Attendance management / Attendance statistics

- @& Allgroup Attendance statistics Q Search employee name / 1D - [> Export

32 Default group

L Overti Overti
Employe Employe Normal Late cave Absenc Overtime on vertime ertim

early
days

Hame on public eon Operate

< group <ID days days e o

days working day

Default
group

m 0 0 23 - - -

Default . N 2 - - -

group

2total | 10Note/Page - 1 1 Page Jump

® Employee group list

1) In the employee group list, the group name and group information are the same as the group

data in the [Employee list], and the data changes in the Employee list are synchronized in real

time. After all groups are selected, the attendance statistics of all employees will be displayed on

the right side of the interface. The sub-grouping only displays the employee attendance statistics

of the group.

® Attendance statistics list - Employee name, Employee ID, Employee group

1) Display the name of the employee and the corresponding employee ID and employee group.

® Attendance statistics list-normal days, late arrivals, early departures, absences

1) By default, the statistics of the current month of the query date are displayed. The employee's

normal days, late arrivals, early departures, and absences will be displayed. If there is no record in

the query time range, it will be displayed as 0.

® Attendance statistics list - Overtime on working days, Overtime on public holidays,
Overtime on holidays

1) By default, the statistics of the current month of the query date are displayed. It will display the

total number and hours of employees working overtime on working days, public holidays and

holidays. If there is no record in the query time range, it will be displayed as "-".

® Attendance statistics list - Operate

1) Click the Attendance record icon on the left side of the interface to enter the Attendance

management - Attendance record page to view the employee's attendance record for the day.

2) Click the Attendance record icon on the right side of the interface to enter the Pass

management - Pass record page to view the employee's attendance details for the day.

® Search bar

1) Enter the employee name or employee ID in the search box and click "Enter" to query the

employee's attendance data.

m  Range Search

1) Click the arrow button to the right of the search box to open the range search interface.



3 Q, Search employee name / ID - [ Export

€ Employee name / ID
Date range 2020-03-24 - 2020-04-23

Status All attendance status

< The attendance status is selected as all by default. If you do not enter the date range and
employee name, the default is to query the attendance data of all employees in the current
month.

< Attendance status can be manually selected separately for normal, late, early leave and
absent. You can also customize the input or select the date and employee name / ID for a
combined query within the specified range.

® Export

1) Click the export button to download the employee attendance record form of the current

query page to the local.

® Turn page

1) By default, 10 attendance records are displayed on each page. You can manually click to select

15/20/25/50/100 records.

2) You can click the previous page and next page buttons to view the record. Click the first page

and the last page to jump directly to the first page or the last page to view the record. After

entering numbers in the page number input box, click Jump to jump directly to this page to view

the record.

8.Chapter Eight Client Functions

8.1 Client login

® Steps:

1) After opening the application on the device, click the middle mouse button to pop up the
password input box and enter the default password: 123456 to enter the settings page.
2) Click Login Management to enter the login interface. Enter the same account password as the

web page to log in.



Login

192.6 51227

Login

automatic detection

Server port settings

Canecel

Note: You need to enter the set device password before entering the login management, after
logging into the application settings and before exiting the application. The password can be set
in the "Parameter setting” in the [Device management] on the backstage web page, or can be

modified in the "App Password Settings" in the terminal application settings.
® Application management

After successful login, click the middle mouse button to open the [Application management]
interface. The current page displays the login information: local name, local IP, connected server,
current login status, and login management, application settings, face entry, application Six

functions of information, pass record and face database.

® Login management
After logging in, you can click "Sing out" to log out of the current account.

8.2 Application settings

Enter the [Application settings] page, which contains the following function settings:



Device name setting

Body temperature setting

\dentification parameter
settings

Volume setting
Start up settings
Application information
settings
Recognition effect display
Password settings

Camera resalution preview
settings

Lock screen brightness:
settings

Restart time setting
Relay settings

Others

8.2.1 Device name setting

By default, the device name is the MAC address of the device, which can be modified manually.
After being logged in, it will be synchronized to the background after modification, and can also

be set in the "device details" in the [device management] of the background web page;




8.2.2 Body temperature setting

® Body temperature detection switch

1) Control body temperature detection function. You can choose to turn on or off, the default is
on.

2) On: During the identification of personnel traffic, the interface will display and broadcast the
body temperature value after the face is recognized.

3) Off: During the recognition of personnel traffic, the outline of the face in the interface is
automatically hidden. The interface will not detect body temperature after the face is recognized.

® Compensation temperature

1) When the ambient temperature may affect the detected body temperature, the compensation
temperature can be set to adjust automatically.

2) The compensation temperature value defaults to 0.3, and the setting range is 0 ~ 1, and a
maximum of one decimal can be reserved; "compensation +" is selected by default.

Example: Compensation +0.3 degrees, the problem is 36.1 during identification, then 36.4 is
displayed.

® Alarm threshold

Set an alarm threshold to control body temperature detection. When the body temperature
alarm is turned on, the identified body temperature exceeds the threshold and an alarm is issued.
The default is 37.3, and only numbers between 30.0 and 45.0 can be entered, and up to one
decimal can be reserved.

® Body temperature alarm

1) Control body temperature alarm function. You can choose on or off, the default is on.

2) On: When the detected body temperature is higher than the threshold, the interface displays
the body temperature and emits an alarm sound; if the body temperature is lower than the
threshold, there will be no alarm.

3) Off: No matter the body temperature is high or low, there will be no alarm.

® Mask detection

1) Control the mask detection function. You can choose to turn on or off this function, the default
is off.

2) On: Recognize without wearing a mask. After recognition, the display style is a red background.
Access is prohibited. Please wear a mask. The voice broadcast "Please wear a mask"; wearing a
mask can be recognized normally.

3) Off: Does not detect whether to wear a mask during recognition.



Centigrade

8.2.3 Identification parameter setting

® Test threshold

It is used when checking the pictures into the warehouse. The higher the threshold is set, the
lower the requirements on the pictures. It needs to be set reasonably. The default value is 17.

®  Number of recognition

The number of times to identify whether a person is an already-entered person, the default value
is 3.

® Living portrait detection

Whether to enable live detection when recognizing personnel can be set to on or off, and the
default value is off.



8.2.4 Volume setting

While logged in, the volume setting of the synchronization server can also be set locally.

8.2.5 Start-up settings

®  Auto-star

The application will start automatically when it is turned on, and it will not start when it is turned
off.

® Application daemon

The application will automatically jump back to the playback interface within 30 seconds after
opening the application page when opening, and not automatically when closing.



® Application thread guard
When the camera is turned on, an abnormality occurs and the camera restarts.

8.2.6 Application information settings

After setting, the camera displays or hides the bottom information bar in full-screen display;
default: display, which can be set to show or hide.

8.2.7 Recognition effect display

Set the effect of face recognition, including the display when the recognition is successful (the
default value displays the image) / when the recognition fails (the default value is turned on the



red light), the fill light display (the default value of the three-color light), as shown in the figure:

8.2.8 Application password settings

1) Enter the login management, enter the application settings after login, and exit the application
before you need to enter the set device password, the initial password: 123456.

2) The password can also be set in the "Parameter Setting" of [Device Management] on the
background web page.

3) Enter the original password, new password, confirm the new password, and save it to modify
the password; the password length limit: 1-6 digits, can not be set to blank.




8.2.9 Camera preview resolution setting

Set the camera resolution when performing face recognition. The default value is 1280 * 720.

8.2.10 Screen-saver brightness setting

® Screen-saver

1) When face recognition is not required, a screen-saver is required. After recognizing a face,
jump to the home page.

2) The app starts to display the homepage, there is a face recognition homepage within 30s, and
no face recognition screen-saver within 30s.

® Screen-saver brightness setting

Adjust the brightness value displayed on the screen saver, drag the set value, and save it.



8.2.11 Device restart time setting

Set the device restart time: hour-minute (default value 03:00) and 24-hour system. If you choose
to restart, the device will automatically restart at the selected restart time. If you choose not to
restart, it will not restart. The default value is to restart.

8.2.12 Relay settings

® Relay mode:
0: indicates no automatic closing mode, that is, it will not automatically close after opening the
relay, the default value.



1: Indicates automatic closing mode (high effective-default low level, then high level for X
seconds, and finally low level). That is, after opening the relay, a delay of X seconds will
automatically close.

2: Indicates auto-close mode (active low-default low level, then high level for X seconds, and
finally low level). That is, after opening the relay, a delay of X seconds will automatically close.
Delay time: The default unit is 5 seconds and the maximum value is 63 seconds.

8.2.13 Others

® Upgrade firmware of temperature module

The firmware of the temperature measurement module can be manually upgraded through
application settings. First insert the U disk, and then enter the temperature measurement module
upgrade function of the application settings to select the firmware that can be upgraded for
manual upgrade. After the upgrade, you can view the version number of the new firmware of the
temperature measurement module. (The firmware file needs to be placed in the root directory of
the U disk, and the file name must be updateTemp.bin

® Callback settings

1) This setting includes on and off.

2) On: You need to enter the callback address, the callback address is implemented according to
the callback interface document provided by us.

3) Off: The callback function is turned off, the recognition record is not callback.



8.2.14 Application initialization

The application initialization function will clear all data in the application and restore it to its initial
state, including user login information, entered face information, access records, and settings in
the application settings.

8.3 Face portrait entry

You can enter personnel information locally, collect faces, enter employee ID, name, gender, and
save. After the entry is successful, it will be synchronized to the background; after the face is
collected, the picture will be verified and the verification result will be displayed.



8.4 Personnel import in bulk

In addition to a single entry method, you can also import personnel to the client in batches via a
U disk. The import method adopts excel format and folder method. The detailed operation steps
are as follows:

1. Create importVip directory with U disk.

importVip 2020-03-19 11:40

R I L . M4 Md TS 40 Y T .

2. Put the excel file in the importVip directory, please refer to the template file for the excel
template. Note that excel 2003 is used and can only exist in one excel file.

> IHEERE » 4520 (D:) » importVip v O
L= ) BAEE =] o
fail

images -

[}
m
=
m

~ B Personnel_impaort_template_enxls Microsoft Excel ..

3. Create an images directory to store the face photos of the people to be imported. The photo
name is the employee ID of the excel form, and the photo supports png or jpg format.

Instructions:

1. Personnel ID: required; cannot be repeated; and in 0-10 characters, such as 0000000001

2. Name: required; in 0-32 characters, consisting of Chinese, English or numbers

3. Gender: optional; select "Male" or "Female"

4. Belonging group: required; must be a group that already exists in the system; The subgroups are separated by "-", and the format is "All group-subgroups-subgroups".
5. Phone number: required; cannot be repeated; Chinese phone numbers are filled in according to the length rules of domestic mobile phone numbers; Other countries’ phone num
6. Other ID: optional; cannot be repeated; in 15 or 18 characters, and the character type is number or letter

7. Email: optional; cannot be repeated; in 0-32 characters, no limitation on character types

8. IC card: optional; cannot be repeated; in 0-64 characters, no limitation on character types

9. Native place: optional; in 0-64 characters, no limitation on character types

10. Date of Birth: optional; the format is "xxxx-xx-xx", and not possible to enter a future date

11. Address: optional, in 0-128 characters, no limitation on the character types

12. Notes: optional, in 0-128 characters, no limitation on the character types

Personnel ID Name Gender Belonging group Phone number Other ID Email IC card Native place Date of Birth
52300777 Johnc Male All group-Default group  +8613424319358  430481199022202375 aff@gnail. com 000230001212 London 05-Dec-80

0000000002 Jane Doe Female All group-Default group  +8613424319359  430481199022200476 weg@znail. com 000570003321 London 06-Feb-90



b importVip » images

#EN(H)
£t ’ Er =i ol
= ,i-jﬁg 2019-11-13 10:( IPG T 756 KB
=l2jpg 2019-10-12 1 IPG T2l 221 KB
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=) 5.jpg 270 KB
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= 19loa 2019-11-13 10:58 PG it 252 KB

4. Insert the USB port of the device after it is created and import it automatically. The current total
number of imported people, successful people and failed people will be displayed.

Import face information in batches

Importing face information in batches, please

don't unplug the U disk or power off
Total: 98
Number of success: 5

Number of failure 1

5. After the import is completed, a fail folder will be created under the importVip directory, and a
description of the reason for the import failure will be generated.



Import face information in batches

Importing face information in batches, please

don't unplug the U disk or power off

Total; 98
Number of success: 97

Number of failure 1

IHEEERE » 4520 (D) » importVip » fail v B EE"ail
1
N OER 327 S
:::Er _2-056-04-08-19-1?-Dﬁ_Fail_information.xls_ N 7 Microsoft Excel ... 4 KB

8.5 Pass records

By default, the travel records of the current day are displayed, and the data of the travel records
can be queried and exported by day (the data of the current day is displayed by default, and the
export record needs to be inserted into a U disk). The name, identity, time of passage,
temperature and snapshot of the passage will be displayed.

Pass record [

2020-04-08 00:00 | 2020-04-08 19:04 RUEITEREEEE

Nar




8.6 Application information

Display application and terminal system related information, as shown below:

8.7 Face database

The face database page can view the face database information of the current device. The list will
display the name, identity, expiration date, type and pictures. Records can be deleted, and local
personnel can also be uploaded to the background.

Enter face
information

8.8 Identify the home page

® Homepage description



1) The top information bar: The time information bar will automatically synchronize the server
time and day of the week.
2) Camera screen: The camera screen is displayed in full screen, and the recognition result is
displayed when passing through.
3) The bottom information bar: The company name, number of people, photo, MAC address, IP
address and version number will be displayed.
1. Company name: The default is to set the company name, which can be set through the
background.
2. Number of people and photo information: The number of people refers to the total number
of people in the device, and the number of photos is the number entered in the face database,
which changes automatically after synchronizing data.
3. MAC address: It is the mac address information of the current device.
4. Version number: the current version number of the client.
5. 1P address: It is the current IP of the client. If there is no address, the display is blank, and the
address needs to be displayed dynamically.

smdt

number: 2 Photos: 2
MAC: 8CFCAOD64F96 Version: 2.1.0.8
1P 192,9.50.144

® Pass recognition
It can be identified based on the person's identity. You can also check the body temperature of
the identified person, whether to wear a mask, and display the identification results.

8.9 Others

® Person & Paper Comparison

The client accesses the ID card to identify the peripherals, and the device ID is set to "Person &
Paper comparison”. Swipe the ID card on the peripheral device. When the ID card matches the
currently recognized person, the gate will be opened.

® C(Client languages

The English version has been adapted. After exiting the client, the system language is set to
English, and the interface automatically changes to the English version after entering the



application.



